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Abstract:
The remarkable growth of information and telecommunication technologies that has
been noticed in the last decades caused a gradual growth of the usage of e-health
services. On the other hand, these services are often proved vulnerable to security
issues, especially if we take into consideration the importance of medical
confidentiality and patient-data protection for the health sector. In this case, the usage
of digital certificates and generally the Public Key Infrastructure (PKI) service could
be a valuable tool. In fact, PKI is not only a technological solution but also a new
service that must be integrated with the relevant existing applications and it could be
used in the following manner: identification to doctors and patients and digitally
signed patient’s consent in case of electronic prescription, remote access, co-operation
between doctors etc. Finally, at the application level, the successful implementation of
any service in health sector will be corollary of the leadership’s persistence to enforce
the new model and to manage this change, so minimizing the resistance and achieving
the effective co-operation of the health-care participants.
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1. Introduction
It is observed in the recent years that, along with an increased use of new

technologies made (especially by younger age groups), a gradual introduction of e-
health practices and, consequently, a need to protect medical confidentiality and
patients’ personal data becomes necessary. These data make more than ever requisite
the demand for security in electronic healthcare transactions. In line with international
practices and the European Union’s legislation, electronic (digital) signatures and
digital certificates, created under a Public Key Infrastructure (PKI), are a recognized
practice with equivalent legal power to handwritten signatures, in the case of such
advanced electronic transactions.
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The term eHealth, which covers the telecommunication and IT in the health sector,
covers a broader range of actions, including health telemedicine and health
informatics (HI). Although the term has been in use since the late 1990s, relevant
terms exist at least since the 1970s, as for example the term “telepsychiatry”, which
was used in 1973 to describe counselling services by using “interactive television”, at
the Massachusetts General Hospital [1]. E-health has been a priority for the World
Health Organization (WHO) since 2005, where it is defined as the cost-effective and
safe use of ICT to support health and health-related fields, including services of
healthcare, health monitoring, health literacy and health education, knowledge and
research [2].
At the European Union (EU), “eHealth” is considered as the use of ICT in health

products, services and processes, combined with organizational changes to healthcare
systems and new skills to improve citizens’ health, efficiency and productivity in the
delivery of healthcare, as well as the economic and social value of health [3]. E-
Health covers the interaction between patients and healthcare providers, the transfer
of data between institutions and the communication between patients and/or health
professionals. In other words, eHealth programmes can help to improve the access to
healthcare, the quality of healthcare and to increase the efficiency of the healthcare
sector, including issues such as:
a) information and data exchange between patients and healthcare providers,

hospitals, healthcare professionals and health information networks;
b) electronic health records, telemedicine services, patient monitoring devices,

surgical programming software, robotic surgery, etc.

2. Issues of eHealth in the EU and Worldwide
The development of eHealth practices, as well as the networks that support them, is

considered necessary by the EU since December 1999 and this necessity has been
transformed into an organized “Action Plan for the Information Society for All”,
called eEurope 2005 [4]. According to the latest EU’s action plan for eHealth, the
proposed actions of this Health Plan are:
a) the Electronic Health Card: e.g., the European Health Insurance Card;
b) the Health Information Networks;
c) the Network Health Services.

Nowadays, the EU’s 2012-2020 Action Plan [3] on eHealth has set the
following objectives:

d) to achieve a wider interoperability of eHealth services;
e) to support research, development and innovation in the field of eHealth and

welfare for coping with the lack of available and user-friendly tools and services;
f) to facilitate the assimilation and the ensuring of a wider deployment;
g) to promote the public dialogue on related policies and the international eHealth

cooperation at a global level.
Regarding the WHO, the most recent survey among the 125 member countries of

the organization [5] explores eHealth in a number of areas such as telehealth, health
services through mobile phone (mHealth), e-learning, electronic health records, the
legal frameworks for eHealth and the management of big data in eHealth. According
to the results of this survey, 58% of the Member States have developed an eHealth
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strategy, with the 90% of these Member States aiming at universal health coverage or
at least its key elements. Accordingly, 90% of the Member States that have developed
an eHealth strategy have also identified special resources to fund this strategy. In
addition, about half of the countries have official health websites with information in
many languages. Finally, three-quarters of the countries provide education in
information technology (ICT) for health, while one-quarter of them offer in-service
training on social media for health.

2.1. Protection of Medical Confidentiality
Protecting medical confidentiality, patients’ rights and personal health data is

fundamental in providing health services. According to the recasting of the
Hippocratic Oath, at the Geneva Declaration by the World Medical Association in
1948 [6], the physician must keep secret everything he/she knows about patients,
because of the confidentiality that governs their relationship, even after the death of
the patient. The persons are also protected against the processing of personal data, as
well as their privacy in the electronic communications sector, in accordance with the
current European legislation.
The requirements for the protection of medical confidentiality, patients’ rights and

the protection of personal data have an impact on our understanding of the provision
of eHealth services, creating a complex framework because [7]:
a) health information is reusable and must be maintained for a long time,

exceeding the life of the person to whom it relates;
b) both the consumer and the healthcare provider should confirm that the health

information collected is not used for different purposes, unless the patient gives
his/her explicit consent to the use of this information (e.g., anonymous patient
data can be used for educational purposes);

c) there is a requirement of increased confidence of the healthcare consumer with
regard to the ability of the health system to manage such information;

d) health professionals, as well as organizations, should meet safety requirements
as defined by the relevant legislation;

e) health professionals, as well as any person involved in the provision of health
services (either as a provider, as a user or as a third party), should ensure the
privacy and security of patients’ information.

2.2. Transaction Security and PKI Features
According to the science that deals with the security of information systems, in

order to consider a transaction system secure, it should ensure: confidentiality,
integrity, authentication, authorization and non-repudiation [8]. In particular, with
confidentiality there is protection against unauthorized access to information (locally
stored or transmitted electronically). The integrity covers the protection of
information from unauthorized modification. Authentication refers to the identity
check of the parties of an electronic transaction or information exchange by electronic
means. Authorization provides authorized access to sources, resources, databases and
information systems in accordance with the users’ rights and roles. Finally, with non-
repudiation it is assured that none of the parties of an electronic transaction can refuse
its participation. These properties are met through the technology of “asymmetric”
cryptography (or public key cryptography), which was devised by Whitfield Diffie
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and Martin Hellman in 1976 [8], where, unlike symmetric cryptography, two different
keys are used, one for encryption and one for decryption. Each user has a pair of keys
at his disposal, a “public” one that can be made known to third parties and a “private”
one that it is only known to the user and so it is kept safely. From this pair of keys
(public-private) that work complementary, the encryption and decryption functions
are conducted.
In the case of health services, the procedures of encryption and digital signature

(where the properties of confidentiality and authentication are covered) are shown in
Figure 1 (modified from [9]), where, in our example, a doctor (on the left) sends the
results of tests (a signed message) electronically to a hospital (on the right). So, when
we want to sign a text, a one way hash is first used to create a summary of the text
(fingerprint / message digest - MD). Authorization requirements are met in our
example by using a digital certificate, which, as a means of identification, can
contribute to the control of access. Finally, the request for non-repudiation is handled
by the Certification Authority, which, by acting as a notary, assures the identity of the
participants and the unquestionable transaction that took place.

Figure 1. Digital Signature and Integrity.

The above complex actions take place at the everyday practice level, almost
automatically, through applications and all that the end-user knows is a digital
certificate (a public key certificate) that he/she have dealings with. The digital
certificate is a data structure that connects the public key of the individual with one or
more of its identity attributes and is intended to assure every third-party that this
particular individual is the owner of that particular public key and its corresponding
private key. Both the private and the public key (digital certificate) are stored in the
user’s computer and/or other means (e.g., smart card / safe facility of signature
creation) and work in harmony with application software such as browsers, email
applications and document management applications (e.g., Adobe Acrobat).
In order to ensure trust among users, the Certification Authority [8] has a key role

in complementing the technological infrastructure of certificate management and
identification services, having established a series of procedures, practices or
safeguards such as:
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a) texts with legal power, e.g., the Certificate Policy, the Certification Practice
Statement and the Relying Party Agreement;

b) the existence of a secure infrastructure and a risk management and guarantee
policy;

c) the provision of the highest possible availability of the service (Service Level
Agreement);

d) user support by trained staff;
e) adaptation of the service to existing applications (consulting / technical

services).
In other words, the PKI is not only a technology but a combination of policy,

procedures and technology that offers services of identification, integrity,
confidentiality and digital signature, helping end-users (e.g., healthcare providers and
consumers) to communicate with safety and confidentiality.

3. Results and Discussion
For quite some time now, there is a legal framework for digital signatures and

recognized certificates in the EU. Namely, Directive 1999/93 [10] makes for the first
time a clear reference to the use of digital signatures and to the use of Recognized
Certificates. Nowadays, an EU Regulation [11] defines the institutional framework for
electronic signatures, their use by public services, while the legal validity of the
approved electronic signature is recognized as “equivalent to the handwritten
signature”. Nevertheless, despite this legislating framework and the rather positive
attitude of EU’s citizens towards eHealth (see subsection 3.1), there are obstacles that
prevent the development of eHealth (see subsection 3.2).

3.1. Citizens’ Attitude Towards eHealth
The attitude of European citizens towards eHealth issues, and more generally the

use of the Internet for health issues, is rather positive. According to a relevant 2014
survey (Table 1) [12], 59% of the European citizens (in the EU of 28 state members)
had been searching for Internet-based health information over the last year. The
corresponding percentage for 2003 [13] was 23.1%, although for the EU of 15 state
members. The Eurobarometer’s social and demographic characteristics for all EU
countries show that ([12]):
a) there is no significant difference in gender responses;
b) young people are more likely to have used the Internet to seek health-related

information: 77% were 15-24 year-olds, compared with 34% aged 55+;
c) seven out of ten (71%) of those persons who have completed their studies (aged

20 and over) have searched for online health information, compared to 23% of
those aged 15 or younger;

d) three out of four workers (75%) used the internet, as opposed to 47% of those
persons who were unemployed;

e) the majority (70%) agrees that the internet contributes to the improvement of
their knowledge about health-related issues and has used it so, in relation to
29% of the persons who disagree;

f) the majority of those persons who believe that they have a good health status
(62%) have sought information on health through the Internet. On the contrary,
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for those persons who think that they have a bad health level, the corresponding
percentage is 40%;

g) the majority of those persons who think that they have a good knowledge of
health-related issues (61%) have used the internet to look for relevant
information. Instead, 53% of those who believe that they have poor knowledge
of health issues have done so as well.

Table 1. Use of the internet search for health information - A part of the EU 2014 survey about
eHealth.

Once a
week
and
more
often

Several
times a
month

Once a
month

approximate
ly

Once every
two months
approximate

ly

A few
times

within the
past year

No
never

Don’t
Know

Total
“Yes”
answers

EU28 10% 9% 13% 5% 22% 41% 0 59%
NL 12% 12% 17% 7% 25% 26% 1% 73%
SE 8% 7% 19% 9% 27% 29% 1% 70%
DK 13% 14% 16% 8 8% 19% 28% 2% 70%
IE 12% 10% 13% 3% 31% 31% 0% 69%
Fl 11% 8% 17% 4% 27% 33% 0% 67%
FR 9% 5% 14% 5% 30% 37% 0% 63%
AT 10% 9% 16% 6% 20% 39% 0% 61%
UK 8% 8% 11% 7% 26% 40% 0% 60%
PL 9% 13% 16% 4% 18% 39% 1% 60%
LU 12% 12% 11% 6% 19% 40% 0% 60%
SK 16% 13% 15% 3% 12% 41% 0% 59%
IT 10% 12% 12% 5% 20% 41% 0% 59%
LV 10% 8% 14% 6% 21% 41% 0% 59%
DE 10% 7% 12% 7% 21% 42% 1% 57%
HU 15% 9% 18% 3% 12% 43% 0% 57%
HR 11% 11% 15% 4% 16% 43% 0% 57%
BE 7% 8% 12% 6% 23% 44% 0% 56%
EL 8% 9% 15% 4% 20% 44% 0% 56%
EE 7% 7% 13% 7% 21% 44% 1% 5 55%
CZ 11% 9% 16% 4% 15% 45% 0% 55%
CY 12% 9% 13% 4% 17% 45% 0% 55%
ES 8% 9% 12% 5% 21% 45% 0% 55%
SI 13% 10% 13% 5% 13% 46% 0% 54%
BG 12% 8% 12% 2% 16% 49% 1% 50%
PT 9% 8% 14% 4% 15% 50% 0% 50%
LT 8% 8% 13% 7% 14% 49% 1% 50%
MT 11% 10% 12% 3% 13% 51% 0% 49%
RO 13% 13% 9% 3% 9% 53% 0% 47%
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3.2. Obstacles to the Development of eHealth - Change Management、

For the successful implementation of eHealth actions, it is acceptable to overcome a
series of barriers such as [4]: ignorance or distrust among patients, citizens and health
professionals; limited application interoperability; lack of documentation about the
cost-effectiveness of applications; inadequate or fragmentary legal frameworks and/or
lack of transparency for the use of data collected; high startup costs for creating
relevant applications; differences in service access of ICT between regions and
limited access for some regions. In other words, the introduction of eHealth
programmes, and much more of a PKI in eHealth applications, depends to a large
extent on the management of the change that will take place. Besides, as noted more
widely, change management is the “Achilles’ heel” for the development of any
eGovernment programme. Factors that will contribute to a successful change
management, in line with international experience, are [14]:
a) the existence of a strong political and administrative leadership that will inspire

employees, encourage them and help them to integrate the new principles of the
organization, solving any differences and operating with integrity and trust;

b) an in-depth understanding of the existing organization, its lifecycle or level of
development and the environment in which it is located (in any case, some
continuity with the past should be maintained);

c) the existence of a strategic planning (there should be a realistic transition plan
to be designed over time);

d) the effort to have an anthropocentric character and to focus on the personal
aspects of change.

In any case, it should be noted that social characteristics affect the behavior of users,
especially in the field of eHealth. Specifically, resistance has been studied,
particularly of doctors, against the introduction of eHealth programmes, which does
not appear to be diminishing from the regulatory influence that may be exercised by
the governing bodies. On the contrary, it is even more difficult to promote the use of
eHealth technology with coercive power. Physicians, in this case, mainly pose
questions, such as the need to preserve data privacy, which is also a major concern for
the users of electronic services, generally [15, 16]. In particular, a resistance of health
professionals has been observed in Great Britain [17], when it was attempted to
develop information technology through regional hospitals for all health professionals.
Similarly, in the medical sector of Germany [18] during the introduction of an
electronic health card (“eGK”), the physicians, when they felt pressured, resisted
against this new technology, whether this pressure came from the government or the
general public. In other words, the standards and rules set out in the overall healthcare
market had not affected the decision of doctors to turn to the new technology. The
resistance to a new technology may of course be justified, at first, because the
technological development is still at an early stage and doctors still do not feel the
need to comply with wider social expectations [19]. Conversely, the possibility of
mimetic behaviors in the medical field may have positive results [18]. This happens
when the users’ behavior (towards new technology) is modified, because they want to
imitate the perceptual success of their competitors [20]. In practice, a doctor may
resist less of a change, either because he/she realizes that in the long run the
technology will be applied and will become a model or he/she may think that it will
improve his/her daily routine [21].



Volume 4, 2020 ISSN: 2617-457X
DOI: https://doi.org/10.31058/j.hr.2020.41001

Submitted to Health Research, page 8-11 www.itspoa.com/journal/hr

3.3. Proposals for Further Research
As it is well-known, the provision of quality healthcare services requires the co-

operation of a large number of health professionals, within a holistic approach.
Similarly, the implementation of PKI requires the involvement of various sectors
(information technology, legislation, customer service, etc.), within a wider
interdisciplinary effort. A systemic approach [22], with the introduction of the PKI in
eHealth applications, could have positive results. In this context, a series of actions
will have to be taken, such as:
a) Defining the purpose of the project, e.g., the protection of health data and the

security in the exchange of health information (confidentiality, integrity,
authentication, authorization and non- repudiation).

b) Determination of the required results.
c) The regulatory framework, within which this change takes place.
d) The rest of parameters that exist (resources, locality, human factors, etc.) and

should be taken into account.

4. Conclusions
In conclusion, the pressure to adopt a new technology can work negatively and

probably increase the user’s resistance to change. Leadership instead can promote
through action a more positive relationship of the user with the new technology.
Examples of such behaviors in the health-care services could be a mimetic behavior
among physicians themselves, as well as positive attitudes of patients towards new e-
health systems. At a more practical level, the provision of e-health services, by using
digital certificates, can be a valuable tool for the internal management and
rationalization of the internal processes of health organizations. This can reduce
bureaucracy and increase the productivity in a secure platform of transactions.
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